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16iLn EDR, SWG, IPS wag VA
Cod  WHUNIAARILAZINUARITEUY (Deployment and Configuration Plan)
wieuunuuImsTansAudes (Risk Management Plan) iitesosfumanisailiainfnszuing
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&los  Yostunisinssuaznisitauveslsunsuyszynei ldld fuou e
(Unauthorized Applications) UuLﬂ%‘IENﬂE]M‘ﬁ’JLW@{Qﬂ‘lhEJ WAEABIAINITANINUANYNITATUAY
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89AN5 (Data Loss Prevention) NIUN14 FTP, HTTP, Web Mail, Printer, Windows Clipboard, &g
Removable Storage 1@ Iﬂﬂiﬂ?ﬁaul‘uaﬂwﬁ'aﬂﬁﬂf File Attributes, Keywords wkag Regular
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Shell) MsfuansUdirmuaesatnszeglng (Remote Custom Script) n13nalid (Collect File)
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n1$niues (Gartner Magic Quadrant) Us#d1d .61 béob (A.A. bolom) n3aladn uazaadldsy
ns¥msusiulvieglunguii (Leaden) woessaunsussifiundnsasingaduuasnevauosdugs
(Extended Detection and Response; XDR) lagdninideueisaines (The Forrester New Wave)
U52d1U .7, b&od (A.A. bobe) 930Ud1EA

& STUUATINABUNSNAIBURBSIRag1aUaande (Secure Web Gateway : SWG)
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Assessment for Connected Devices and Users) nousyg1avseufiasnisiinaunieuiy
Fumesiidn (Intemet Access)

&mlo  uTNMsuULWanWeIuAa1a (Cloud Platform Service)
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&me ANt (Access Control) Tnededamuidoulusing 4 ldud fvue
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¢m@ Mvuauleuienisiinie (Access Policy) laegnadeslu & unuu ldun
UM (Allow) 1¥15e%a (Moniton) ougldaru (Wam) uasBatumaidnfe Block) ilemuaunnsld
nuninensuazvledaunasnsiuenuiuacaendyluues

&amb  MUUATETNANITIINUAILIUIEY (Tenancy Restriction) dwsuliulus
UsELNNBIANS WU Microsoft Office cno&, Box LALFABIANUITANIVUAAT Header LUUMNUALDY
(Custorn Header) titesasfunmisirfianmsiinunumenudmiudulsnau 4 Miedes

&mel  ATIADUABANATU (Threat Detection) nagUszifiunnadefioves
Julest (Web Reputation) tietesfusazudennisdndaiulemusunsie
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&ns  sruudssauisanvuauleuignsaunulisa (Virus Scanning Policy)
TnudredannUszinnuesid (File Types) vunnwosld (File Size) warsuruduvesnisdusalug
(Compression Layers)

eax nyvasuhialagliinalulagnissouivenaioadanianisal (Predictive
Machine Learning) ilauiumnsusiugilunisnsadufonneny

emoo so9FuMsAslndfignszyinfinimidemieasds (Suspicious Files) Fagn
amnillvananiulest Tudszuuamaasunuuusudtond (Sandbox) Inedalulfi eviimsiasie
woAnsINuarUesiunsunsnIzevasivngnA1x

gmoe fvundiielniu (Block) fd¥ansyngn (ndicators of Compromise:
100) Wy fleglefifidesasds (Suspicious IP Address) flogiulaAfiFesasds (Suspicious URL) T
fAfasasds (Suspicious Domain) uazlWdidAuey (SHA-e) idesady Wedssdunisdiimie
WwNInsEAnefeAnAY

&.m.ob ﬂaﬂﬁ’umi%"ﬂwamaﬁaga (Data Loss Prevention: DLP) kazn13a3399d0u
Themiuanuseulmvssdeya (Sensitivity Labels) iilotlasriunisdsdoyaddneenludaiuled
aeven lnedeeliudiuudnsagy (Predefined Templates) litfounin boo 3ULUY Uaza1m15e
fmuakiLuULRaLiY (Custorn Templates) tapuuleusvosesdns

&men ATIABVANIUEYD0UNTAl (Device Posture) neusygInlid fiunIavie
gumesiin lnganunsanseaeunesduresssuulidinis (OS Version) lususesidvavesustv
w3adld91u (Company/Client Certificate) anuglwsaoad (Firewall Status) n1silegvaslndd
muun (File Present) N13n3293U%83lwi (Vulnerability Detection) wanawistesiulasa (Antivirus
Software) ¥ewssnTIaduLALABUaUDIfANATL (EDR Software) n1sidoulesiulamuveosdns
(Device Joined Domain) @nuznsieniinae (Screen Lock Status) wavanugnisidisiadeyalu
fan (Disk Encryption Status)

Emoc n59aouNnIWAnIvledfgnidsia (HTTPS Inspection) uagimue
ulew1BeNEiuNInTINEBY (Inspection Exception Policy) dwduiuledunassamaaiiiivun

gmoe F9sfUMINUigULUUNsRRRIELIUS (Agent-Based) uazguuuulifios
aRaelus (Agent-Less)

&moo IANTUATAIMUALLEUIENITYINIUHIY ApulwadIunand (Centralized
Management Console) melaunanasuferiuszuuinwmanulasasisuagneuausmasannaiy
vuAIesAeNImeTgNTNg

¢« guniniUesiuuazns1adun1synin (Intrusion Prevention System : IPS)
$11U o 1ATeq wonRnsa Tandnunzanzesaioy il

o gunsnieadusiauafianiznis (Hardware Appliance) floanuuusiile
Jaeriunsyngnmansevie (Next Generation Intrusion Prevention System) lngtawiz uazliilu
gunsalsiunstesiuduanaiu (Unified Threat Management; UTM)

gl Fos3unmaeuisluguiuudulad (n-Line Mode), 1150373400
KuwesnTilsosvido SPAN (SPAN Port Monitoring) uaznnsnsaadeusttigunsal TAP
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¢aa AAraruatuisalunisuszutanavesssuudeanunisyngn
(IPS Throughput) n5aUssdn5n s (Aggregate Performance) litlounin m Gbps waganunsa
sessumseneanssaugluswaniulidosnin & Gbps Tnglifealasugunsal

¢ee  5935UTUIUNE ourandeufugsan (Maximum Concurrent
Connection) laitfa8nin & 000,000 NM3liowuse vﬁaf\iwmumﬁvﬁlamiaw%'aﬂfﬁmugﬁqm (Maximum
Concurrent Sessions) lit/a8n11 0,000,000 N5 LA LALTEITUTIUIUNTSE ous ol
#8371 (Connection per Second) Liitfeenin emo,coo N1sITeuse

e darmnunuianainisussuiana (Latency) %8803 o tulasiund
(Microseconds)

g Hvoudeuse (nterface) Ustinn SFP+ oo Ansindisasiin (eo Gigabit
Ethernet) 91uulitonndt o vos

eea  Toudeudeniiin ¢ (RIce) MUl o Anzdndisesidn (o Gigabit
Ethernet) w3egenin Suavhidesndt < do9 uazsessunsvhanlulnunlnsmlugfidegunsol
dndes (Fail-Open) AsaupguynteiAIatie

¢  iMeadoudadmiunisusmsiansgunsal (Management Port) ueniame
LiscuAudeadsusefilddmiunsdiss Tansyngnuagnisldauiavssnnlussuuieiade
LAZTRITUMTUIMITIANITHIUTEUUAIUANEILNANS (Centralized Control System)

¢ Uosiumsyngnlavendedinnsdesiuiivarnuans wu nistlestuueniin
Lazn13d eansnduvaaiauad (Botnet uas Malware Callback Protection — C&C Server
Communication) MsAuaNNsidaulusunsulszens (Application Control) nstasfunislauf
WUU DoS Wag DDoS (Denial of Service wag Distributed Denial of Service Protection) n15tasfiu
mwﬁmé"m%ﬂuqa (Advanced Evasion Protection) wagn1sldnalndiasinisvitaulug (Emulation
Engine - Gateway Anti-Malware Wag PDF JavaScript) vusagunsal ningunsalldaunsavila
aunTnlausuYustend (Sandbox Appliance) i o5995Un15TiAs e lnddeasdeliyaeni
®0,000 IWé@iai’u

¢<oo FRITUMInEATAvRYaLis1av Y1 (Inbound SSL Decryption) AsauAgy
M515WALUY SSL 7 amua (@0o% SSL Traffic) Uusaszuy wagddnsinisdautoya
(Throughput)  liitieanin e Anglnmeiundl (Gbps)

eeoo Usatunslandvulassadraaiedreflduinsgudumesidnlnsivnaea
959U b (IPvD)

&eeb HU5zUUlIzIIaNauLIzUUAaNa (Cloud-Based System) dusunsaaaeu
foyammnieiie (Reputation) wesiiegledl (P Address) flagiiulust (URL) uazlnd (File) itatas
Tumsussifiuanudsaasdestussanaauuadatne

E&om IHIFUNMIINULUUNTUGENSIaSYE (Smart Blocking) ka¥A15ATIABY
%2aln3 (Vulnerability Mapping) UnfszuuLfieanmuAaInAiouueen1snsIady (False Positive)
IngsEuURAadsosfuanuauIsalunsussidutedul (Vulnerability Assessment) lush n3eseedu
nsyheuswiuszuvyszduoslnii mAui fansnnsldsad (License) litfosndn ¢oo an?
sl
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ecoc Hoatunslauf (Block) wagannsadniu (Quarantine) 1A% aefiduudliu
fazidufoanaailussuuieiorold
Eeod TBITUNMTUINADWMANITUNITUNINNIUMAIEYBINIG WU Blua (E-Mail)
TUslnmea SNMP (Simple Network Management Protocol) wagszuutuiinimenisaliuy SYSLOG
oo F095UNMIIMUludnyueAUnToulTINga (High Availability) Ry
yhauguu (Active-Active) UazuuYauMdnuazd1ses (Active-Passive) Liteliszuuanunsa
yhauseiedlduilunsdiigunsalursdndndos
o LATUNITTUIBININTFIUAINNUABAA BUALA UAINHNE A A 9
auaAsgIana taun 1nsgiu Feae (CSA) guea (UL) le8T (EC) 81du (EN) uae Lewdd (FCO)
\Jusenaiios
gaox HAnduTnatlasun1sdndudulvedlungusin (Leader) vaan1suseiiiy
lngdinddon1svniues (Gartner Magic Quadrant) Tunanandadusidesiunisynnaiedng
(Network Intrusion Prevention Systems) Y5911 W.A. b&be (A.A. boow) M‘%aﬂdﬂqm
€&  FTUUATIIERULATTIENUtRIlnivasssuuljUAn1suazueundindu (Vulnerability
Assessment Tool : VA) $1U7U @ 58UV niaufnis dnadnuusianizediaios fail
g&o T8ITUNITATINABULALTEUIAB OUNT By BalnTvaessuuUUAnns
(Operating System Vulnerability Assessment) elundesnsufinnesualtie (Server) WagLA3 o4
oufinmafvasdmid (Client) sgatfasluszuuuftnis Microsoft Windows, Linux wag MacOS
&&lo  3995UNITATIADULALITYIAB D UNT 0¥ 89lnTvoITEUUgIuT0Ya
(Database Vulnerability Assessment) a&iwﬁaﬂmwugm%aﬂa Microsoft SQL Server, Oracle,
PostgreSQL wag MySQL
E&am  I99TUNIIATIVADUKALITYABBUNT avalnTvedgunsniinietny
(Network Device Vulnerability Assessment) aﬂﬁﬂﬁaaiuq‘dﬂiiﬁ Cisco, Juniper, HP, F& uag
SonicWall
eee  sofummmmaaeulazdumdednilussuulaglifinsdrindwaudedled
(IP Address)
e&e 5095UnIsUsMsTanssruurudlufnnoflfeuuuiu (Web-Based
Graphical User Interface: GUI) Tngldinsideusauuutaensde (HTTPS)
&&ob  7995UN1IRTINABUTTUL (Scan) lanangzuuuy wu nmsnsiaaeuuuulidld
Ansn13dnia (Non-Credentialed) wazn1snmivasunuulianiniaidnis (Credentialed) 1usgn
ot
e&o  3093UnIsTvaeuteslninneluszuuinTedie Hiunsd ousiadae
Sumesidalnslvasanesiu « (IPve) wazdumesiinlnslnasanasdu o (IPve)
C&s  393fUNMINTINAUANIINTFIUA UM UATUaBR A BasaUImALAS
FormuanisuftRnungmng (Compliance Standards) Ifeenstes deil
¢&&e UINIFIUNMIT152RUN1UTRT (PCl - Payment Card Industry
Data Security Standard)
ezl mmgwummﬁ’umﬂ afgsEuUasaume (CIS — Center for
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¢&ca NINTFIUNTATIVADULALAIUANNIANIGIEY (SOX — Sarbanes-
Oxley Act)
& UNTFIUNTIansauunUasafaTaUNATEIIEY

S3unaansgeLusni (FISMA — Federal Information Security Management Act)

e seafunsananilefvuanisnseaeuteduidamii (Scheduled
Vulnerability Scanning)

g&oo HUUUUU (Templates) @1nsun15n519a89UN1SULUARINNIATSIY
(Compliance) kagn13nuunA (Configuration)

E&oo TOITUNITUIUADUANIULNI BNANITAIIVABUN1UNIITLUEA (Email
Notification)

edolo Hgndoyaudndu (Plugins) dmsumsiaaeutedduilifesnit bro,coo
598013

e&om Hguioyareilnifiaseunguunmsgiu CVE (Common Vulnerabilities and
Exposures) 1198011 @co,000 59a@tadlni (CVE IDs)

¢&od T093UMIOUAngUdoyavedlnilaudnlul@ (Automatic Vulnerability
Database Update)

¢&oe fszuvindviunziuumindssesdoslniniuminsgiu CVSS (Common
Vulnerability Scoring System) UagfiTMunssAUAINNTULTIv0IY0lnIed19toy & T2aU Laun
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D819UDY o0 USTLNN tAwn PDF, HTML wag CSV

eos HAndurnadliTun1sindudveylunguii (Leaders) vaa31891un13
Uszlllu The Forrester Wave #1un1susvisdanisainudesainyeslng (Vulnerability Risk
Management) Usgdntll W.f. lodob (A.f. bolom) Nsalanan

en  AnssuagfmundinsinuvesssuukazgUnsaimudermusluiate b - ¢
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vuiA3ssraNiamesusitig (Server) ieliszuvannavauldnunuandfnazszansand
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o Anausulugduuunufud (on the job training) n1sldugunsaluasszuuniy
Formunludod eb - e.¢ dmiufguaszuvvensunsvdsuaaningioinauaziuandon
Tnedrflnousuliiimuaseuagquiianislias msdvuadudeadu msaseaeunardinsey
wnnsallauni nstigesnudedostu (Preventive Maintenance) waznsudludgmidosdy
wioudmnsesionaisusznaun1silneusy (Training Documerits) Lﬁa%’tﬁmjﬁaﬁmﬁq Tawil
easdeadereluil

/&0 Mé’ﬂqm.@
Q9
g A
3




_@)]@_
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