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&.om.5.5 NFHUTIIUTNMTUTBUTINMINUTNITAVYAAASTTUAT 19U
Faminnuduse ageaend winvuivees wineuduiindeya W

& FIUNITUATAANYULANITYDINES
o  daviununsiiiunuetazduanaenclasins Ussnaudae
oo Wnun13d1529laTea195zUUIAT 8918 1AF enauRiALmes g N e
iSesmeniiamesiaiing uazgunsaliuanuiunsasafeidoglutiogiu
golo  Twimdeyadnlasiaineiugiu (Infrastructure) uazulsunanusiung
Uaonduansaume wisldluniseanuuuuasimunnisiafessuy
Co.m  TUNUNANITAITIWATTLATIZUAIINADINIT WTONTDLAUDLUSLUINIS
ma&méﬁy’mazgsmmiiwuﬁuqﬂnszﬁﬁﬁagjlﬁu
Coc sonuuUandasnssuszuuaNiuaslasadenisleiues Useneudae
nsfuasudafiasagunsal nsrmualassadreniadeudeiniodns (Network Topology)
waznsivuaulevieaiutuaslasadenidlaiues (Cyber Security Policies) dwiunsazszuy
1giiLAl EDR, SWG, IPS waz VA
Eo.d  WHUNMIAARILAZAVUAATSEUY (Deployment and Configuration Plan)
wiauunuUIMsIAnsA1aLAse (Risk Management Plan) tasesiumanisallininfnsening
AOET IR
Coo  WHUNTHNoUTHLUUHNUURY3S (On the Job Training) dwiuiguaseuy
Waznel nauiua%’wmmmiwﬁﬂfﬁmmmﬁ’umﬂaamﬁamﬂm‘ua5 (Cybersecurity Awareness
Training) ﬁw%*uLﬁmﬁﬁﬁmaaﬂimﬂﬂiLUﬁauLLUadaﬂwwgﬁaWﬂﬂﬂLLaz?{qLLfmﬁan
gl szuuinwiaulasnfouaznouaussiaiunnAINUuLAS sanouRILABsgNaNe
(Endpoint Detection and Response : EDR) 41U7U & 58U wiauRnn faudnuaglany
aghatley fail
Clo.e syutidnuasiduusnisvenduisuunane (Software as a Service: SaaS)
woududAn15N LS U (Web-Based Management) d1wsunisinuaulauisdiuainusiung
Uapndte (Security Policies) uazn1suiulgsssuu (Updates) Tuuniasgning $1uau oo ansms
191U (Licenses)
¢l Uasiuduanaiuaindawid (Malware Protection) uussuuufunnig
(Operating Systems) ¢ Windows eo, Windows ee kag macOS Wusgraios
Clo.a  IBUUANEINITanTIvdaUlastosiulalis (Malware Detection and
Protection) lagldimafinn1snsivaeuaingrudayaaieidu (Signature-based Detection)
uazimalulaiinseingfinssy (Heuristic Technology) aehation fail
&lo.mne YNNuULUUNTUaYaswiiaiou (Virtual Patching) wazn1sUeosiu
N17Yn3n (Intrusion Prevention System: IPS)
' &lo.al Mnumsmalulad IntelliTrap Waz IntelliScan

N5UDINUKIUTULIS (Ransomwire Protection)
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&mc  szuuRssalusaniuauleutenisaunulaga (Virus Scanning Policy)
Tngdsdsanuszinnuadlng (File Types) vuavadld (File Size) wazshuruduresmsiusalg
(Compression Layers)

eac arvaeuhialagldimaluladnnsfouvennisadenianisal (Predictive
Machine Learning) Wilaiiuanuusiugilumsamaduseana

eaoo F09¥UMsAtlidTgnzyInfianudsmideasds (Suspicious Files) Fagn
anilvanandiuled lUdsssuunmageuwuuiruddend (Sandbox) Taedalusih ievhnsinszi
waAnssuLasdasiunisunInisnevesdiuanay

(2

Zin13unsn (Indicators of Compromise:

b 1

@

Eaoa AmuaAiodaiy (Block) i
10C) wiu fiaglefifiFiasasds (Suspicious IP Address) fiogiulusififosads (Suspicious URL) Taun
fifosasdy (Suspicious Domain) waslWdfiA1uey (SHA-0) Aidasasde tatlosfunsiriude
wnInsEnefeanAw

gmolo Uoaiunisiilvavasdaya (Data Loss Prevention: DLP) Uagn13nsIadey
themiuauseulmvasdeya (Sensitivity Labels) tilatasiunsdstoyadidyoonludaivled
Aeuen lngediuiuuudniagy (Predefined Templates) laitfaanin woo JULUU wazawnsa
AvuakluuURIEY (Custom Templates) tanuulsutevetasdng

¥ =f

&aom 73I3FBUANIULYIRUNTA (Device Posture) Nnausygavikiniuniadiy
Suneside lngausansI9aeuesTuretszuuU RS (OS Version) luSusesddaresuiem
1385 1991 (Company/Client Certificate) an1uglW$aaad (Firewall Status) ﬂﬂiﬁa&‘{‘uaqlw&ﬁ
Auun (File Present) n3ns13du%a9lu (Vulnerability Detection) seuawisteasiulida (Antivirus
Software) ¥anssnsIadunaznouaussionnaA1y (EDR Software) n1siifosloafulaiuuyeesdns
(Device Joined Domain) @n1uznsdenytinae (Screen Lock Status) wazanuznisidsiadeyalu
fan (Disk Encryption Status)

¢aoc ATIRaoUNsWAAIUledigaitisia (HTTPS Inspection) uagimun
ulgungeniiun1msIaaeu (Inspection Exception Policy) dwsusiulgmunsussunnaudifinue

gmo€ s9sFUMTNTULUIUMIAnGLeIaus (Agent-Based) wasgUuuuliifos
Aasaolus (Agent-Less)

&moo FansuazimuauleuIen1sienuRiy Aeulyadunate (Centralized
Management Console) nmglsunannasufeaiussuuinwanulasndeuasnauausssaionnaiy
vulAsesRBNIAD g

¢« aunsaldasduuaznsiadunisynsn (Intrusion Prevention System : IPS)

U @ 1aT09 wieufnc Snnudnuunawizetnatos il

¢ca guniaifendusriariiowiznis (Hardware Appliance) floanuuuaniite
Uaaiunsyuninniaua3aie (Next Generation Intrusion Prevention System) lngtawiz uazlyidu
gunsainaunstesiusdennaiy (Unified Threat Management; UTM)

¢&lb  5893UN5Y mﬁ?qlugmwuﬁulaﬁ (In-Line Mode), N190579@8U
H1UNeInillsasuia SPAN (SPAN Peft Monitoring) kasnsmsiaaaunugunsnl TAP
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g dararruarursalunisdssutanavedssuudeeaduniIsungn
(IPS Throughput) ®3aUszd@n3n W51 (Ageregate Performance) liitiaanin e Gbps Laza1113a
[ [ [ 1 1 d' s
sesfumsveneaussaugluauanlulidesnit ¢ Gbps lnglisauasuaunsal
g&a  FaITUTIUIUNISIH auABNT ouAugedm (Maximum Concurrent
Connection) l4itfaeni1 &o0oo,000 MIWaNsa wioTUIUNTWoNsENTBLlHMUAER (Maximum
Concurrent Sessions) 1188131 wo,000,000 NMITWAUAD LALTBITUTIUIUNISTY aus ol
m83u7 (Connection per Second) hitlaeni1 emo,0o0o NMIWBNAE

¢ darmnunuiaainisussuiana (Latency) Ho8nin o tulasiuni

(Microseconds)

¢an  fveudeuss (nterface) Ussinw SFP+ oo Anzdndisesidn (eo Gigabit
Ethernet) 91u3uliidoandn o Yeq

teo  fdeadounasisia e (RIed) 1115 o Anziindisesidn (o Gigabit
Fthernet) #3egeni1 dauliidesnit ¢ 9a¢ wagsesiumahanlulvundasalutfdegunsal
dntaq (Fail-Open) AsauAguyNYINATEUY

ees fMeudeudedmiunisuimsdanisgunsal (Management Port) Leniamz
LinuAudendendedlddmiunadrssYanisynsnuasnisidauiavssianlussuuiniodie
WAEIBITUNITUIMTIANTTHIUTZUUAIUANAIUNGN (Centralized Control System)

eex Uastumsyninlasendeitnisdesiuiivainvats wu nistiestuveniin
Lagn 154 oansnduvesdaurd (Botnet uas Malware Callback Protection - C&C Server
Communication) N13AUANNTIdMUlYsuNsUUIZENd (Application Control) nsUasiunslauf
WUU DoS wa DDoS (Denial of Service Wag Distributed Denial of Service Protection) n1sUa4diu
n3manidestugs (Advanced Evasion Protection) wagn1stinalndiassnisviaiulg (Emulation
Engine - Gateway Anti-Malware was PDF JavaScript) uusigunsal wngunsallyianunsasinla
anunsalauauauddend (Sandbox Appliance) Wi as835un1siasielnddesasdeliosndy
®0,000 Tdroiu »

&c.oo FBTUMINEATATaYaNITaY I (Inbound SSL Decryption) AsauAgy
A9 1IWALUY SSL W anua (eoo% SSL Traffic) uuiassuu wasddnsinisdwutoya
(Throughput)  lLitlesni e Ansdnmeiundl (Gbps)

econ dostumslandvulassaiinniotieiliunsgudumedidalnilnaea
93%U © (IPvo)

¢eob UszUUUITIIANAUUTEUUAA1IA (Cloud-Based System) d1m5unsivae
fogamnutndefio (Reputation) vesilagleft (P Address) flagiiulasd (URL) waglld (File) wilate
TumsUssiiuanudeastesiussanauuuedons

gom T99TUNMIYIIULUUNTUABNSIaTes (Smart Blocking) wazn13n3I9deY
Y04lu1 (Vulnerability Mapping) UlAI33UY ﬁ%ﬁmmwmmmLﬂﬁaquQﬂWimsaﬂ%’U (False Positive)
lagszUUABITRssuANansalunsysgiiiudeslu (Vulnerability Assessment) Tusa #iasassu
nsviauandussuulssfiudednii uduiidansnnsldau (License) lidosnin ¢oo ans
n1sldau
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ec.oc Uaun1slaud (Block) wazanunsanniu (Quarantine) tAS a9 dlkuiluy

s

ez fufonnasluszuuieietngld
geod TBTUNMIMILABUMANITAINITUNTNNIUMAIBYBINI WU Blaa (E-Mail)
TUslaAaa SNMP (Simple Network Management Protocol) wagssuutuiinivansaliuu SYSLOG
gaon Jossunanuludnvazauniouldaugs (High Availability) RIRTY
¥ (Active-Active) wazluuviaumManLazd13eq (Active-Passive) LialWszuuaunsa
vhausardesliuilunsdiigunsalundudndes
gaon LATUNITTUTOININTTIUAIINUAOAA EUASA UATWHE A A 9l
muNIAIgIUEINa laun 1nsgu deaie (CSA) guea (UL) 1083 (IEC) 818y (EN) uag 1ondd (FCQ)
Jueghaley
¢aox Handudnaslasunisindudulvieglunguiii (Leader) v03n15Ussidy
Tagd1inidenisniues (Gartner Magic Quadrant) Tuninandadusidasiunisuniniaieyiey
(Network Intrusion Prevention Systems) U531 0.6 b&oe (A.A. boex) WiaUd1dn
&&  TBUUATIR@RULasIIEudadlnivadssuulURniskazuaunaiadu (Vulnerability
Assessment Tool : VA) 112l @ svuU Wieufinas fnadnvasamsedaios diil
g&o ITOITUNIATINABULALIEYIAT oUNT DY aulndvaessuuUjuanns
(Operating System Vulnerability Assessment) wilurdasmaniameiuaiene (Server) uasinos
onfumefvesd il (Client) sgsdeslussuuuftAanig Microsoft Windows, Linux wag MacOS
¢&lo  3997UN1TRTIVEBULALIZULADBUNT 8% 8lnTveeTzUUgIud 0Ya
(Database Vulnerability Assessment) EJEJ"NﬁEJEJIumUU;ﬁSW‘ETayJa Microsoft SQL Server, Oracle,
PostgreSQL Way MySQL _
g&m  F99TUNIATIIAOULASTBUY AT ounNI e asluivetgunsaliniedny
(Network Device Vulnerability Assessment) aéﬂﬂﬁaﬂiuqﬂﬂid Cisco, Juniper, HP, F& Wag
SonicWall
&  sesfummsaasulazdundeduilussuulaglifinisdrindwouiegled
(IP Address)
¢ae 3995Un15UIMISTANISsTUUNIUdIuAad ] 9 uuUI Y (Web-Based
Graphical User Interface: GUI) Tngldinsieusiauuutasnse (HTTPS)
g&s  3935UNMINTINARUTBUU (Scan) livareguuuy Wi nsasivaaunuully
Avdnaidfis (Non-Credentialed) wazn1smsraaeunuuliavinisdnie (Credentialed) s
oy
eeo  sesfumsasnaevdesininiglussuuiaiedie sunisidendedie
Sumasidinlnslvasanestu « (Pve) wazduwmasidalnsinesanasdu o (Pvo)
E&a  Te3fuNIATINERUMNLIATIIUA1uANTURI AR BN TAUImMALAE
ForuunnisufiRniunguine (Compliance Standards) ldagnstias il
&&c.e UINTFIUNG Hegdun1udns (PCl - Payment Card Industry
Data Security Standard)
e&cl wpsguanuiunsaenseszuuaisaume (CIS - Center for

s
/&.&a.m mmgm...@/
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g&ca UINTFIUNTATINADULAZAIVANNNNITEU (SOX - Sarbanes-
Oxley Act)
gead 1MIFIUNTIanIaLiuasasnfoaisaunaraauagny

Jgunaandgew3ni (FISMA - Federal Information Security Management Act)

e sesfumIsananiiemmunnisasanaeudesinidaamin (Scheduled
Vulnerability Scanning)

&&oo HLUKUU (Templates) d1m3Un150599a@8UN15UJURAIUNIATFIY
(Compliance) wazn1simuaa’ (Configuration)

g&oo TRITUNTUIUABUANIULNT ONANITATIVABUN 1UNI98LUEA (Email
Notification)

&&ob ﬁgwuﬁﬁa;ﬂaﬂg’né‘u (Plugins) dmsunsidaudasnilidtosnii beo,0o00
518N13

&.&om ﬁg’]‘u“ﬁjaga“tiaﬂ‘tﬁ’iﬁﬂiaumm’m’igm CVE (Common Vulnerabilities and
Exposures) LitJagni1 eoo,000 Wd%0il13 (CVE IDs)

o 993UNISUang1utoyatecnilagdnlulia (Automatic Vulnerability
Database Update)

¢&oe dszuvindduaziuunuidsaveniadniniumnigiu CVSS (Common
Vulnerability Scoring System) wasfiimunszauaIujuLsIeaslniagatos @ sy taua
seiuAngm (Critical) sesfuga (High) sefuthunans (Medium) sesfusin (Low) wazdayauianda (info)

&&ob LUNTTUINTIRGFTUANNEIAY el ngendan1silaTestidednias
nsUszIdueAInn1sal (Vulnerability Priority Rating) ses5unisdnaisulitiosnin eo dailud
sionss

E&on TBITUNMIBONTIBNUNANIIATINERUTRIMIlugUuUEnasBidnnseiind
pe19188 e Uszny lawn PDF, HTML wag CSV

¢&os nandmgnadldsun1sindudueglungusdi (Leaders) ¥8451841UN"3
Uszidlu The Forrester Wave #1un13usuisdnn1saauidesaindaddud (Vulnerability Risk
Management) Uszd1U w.f. b&oo (A.f. bolba) 13aUa1a0

&0 amé‘?qLLazﬂ"mumﬁi’mﬁﬁ’mwaﬁsuuLLazqﬂﬂﬁﬁmwﬁaﬁmu@luﬁﬁa &lo - &m
yuiAIssneNiumesreadiviing (Client) uasssuuuasgunsalnudedmunluiiie e« - e.¢
uuATssAouRImasLANne (Server) Wioliszuuanunsavinuldauauaniiuazuszaniam
fifun wiauvaaauNsvauYesEuLkasaunsal (System and Equipment Testing)

&o  HnausdluzvuuulnU]un (on the job training) n1sldvugunialiazssuuniy
Formualudon ¢ - e.¢ dmiufguassuuresnsumaasuasanngiieniauasduindey
Tnedaflneusaliiiannuasauaguitanisliay msdmunaiiosdu msnmaseunasiinsei
A saiinnd Msthgeinvidadostu (Predéntive Maintenance) wagmandlailamudesdu
wioudamduutenatsusznountsilinausdl (Training Documents) L ald1dugilas1eds Taed
seaudundedalui
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Colo  MaNgAINITdU sruUinwANuUasadelaznauausddadsnnA1LuY
Lﬂ%amauﬁama%@ﬂﬁzjw (Endpoint Detection and Response : EDR) $1uauldifosnin o ads i
dinsmeusulivesnii ¢ au

&alo  wangnIn1sldu szuuasivgeunIsnfdunesidnegiUasnde
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