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& TIUNTUATANANYULIANIZYBINES
&0 ;i’ﬁuﬁ’aLﬁuaﬁ'aaﬁ'ﬂvi"mwunﬁ@fqLﬁumuiﬂsami (Project Implementation Plan)

TWasauaquszezinaInasni<lasanis Tasuaasdrdud unay szeziaardniunis §3uiavou
AMUFURUSIEVINeRaNTIN 3ARTIRFRUAIINAIINET (Milestone) uaznandnluusazdunauagng
Foway wielfidiunsaulumsaugu Anna wazsuinsnisadusulhduluamainguszasdvaddasenis
TnefiswanBunataios feil

Co.o HHUMIMITUNULAZIZEZNAIlATINTT (Work Plan and Project Schedule)imiun
Nanssunanuasnanssudes svesnaduidums dduuasanuduiusseninafanssy Suidaveu Ia
nsIvaeuAmATIM (Milestone) masmaunandnuazsiensadweuluudazinseslasing ielianns
Anmunazauumssiunulfesnadussuy

Colo  WHUNTAITID 90NLUY LAZLAIBUANUNTBUTZUY (Site Survey, System Design
and Readiness Plan) d1929uagns19daulnseadneiugiu szuuiaienis in3ecusivie ssuvufuinng
gunsalfuauunIasndy wazssuuduiiiAeddas wiendinsesi Version, Firmware, Protocol,
Interface, API, Port, Certificate, License wazdadriamamaiafisidudenisdiiuey suiseenuuy
andnonssu msdesles uasmslvavestoya (Data Flow) szwrineszuuiidamnielilassnsiuszuuuas
unsalfinsum Mawegiu A

Eom  wnunsanne n1sdenles wazudnisnisiudsuudasszuu (Deployment,
Integration and Change Management Plan) AmuATuAU 35715 LaradUNIAARS AvunA way
Weuleagunssiuazszuuiidamivaunsovhaudaiy sunisanunsavhauhufuszuuiasgunsalifues
nsus Taensdlfidnisiudsuuvasiinisiau msdouse ulsute wisesduseneuvesssuuiionadwa
nsgnusaszuUNUliued futeiauedesinihmeazBeansiudgua disesinisieduazdoyad
$8u (Configuration Backup) wWSaurmuatunounsoundy ,&f,{;ouback Procedure) WazAadlasu
AMULAUYOUIINNTU NoUALTUNS
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Co.c UHUNTVAFRY WAlTY LagfinnuadesnInuesssuy (System Testing, Go-
Live and Stabilization Plan) fvuaduney 35013 uazinasinisvadevgunsaiuagssuuusagsnens
sWfamsnaaouUNsYuIMAULUY End-to-End faudnisiudeya mansiadu madiese maudadiou
uaznsmevaussamgmsal ilefuduinssuuiammeanunsayaudeslssfunasieusaufussuuia
Y8an5uY MudeimunvedaTins nieuimuawuININTUaEUTEUUIS (Go-Live) Ntz M3
uwAlullgm uagnsuFuuseszuunendalalion Weldssuuiiafiosnmuasmmnzaufudanmuindeunis
Tduransyy

o UNUNSUTMSTANUIABaLaznsatuayufumala (Risk Management and
Technical Support Plan) s:ﬁqmmLﬁmﬁm%Lﬁm%ﬂuswdwmﬁamﬁy’q nsideles nMsvadeu uazn19ide
Tauszuu wu arwlldidrduresssuy msdsenfidmansenuseszuuiu Ussansnmuesszuvanas nie
n1IngArsinYean1siyiuinig wsaunivuauIasn1sUesny wuInteun by o Sudngeu
Fownamsuszanuay uasimeansaduayusumedafivnsailuidazisvesmssniulasnis

oo UWHUNIANENEABIAATIINT N1TTAVILENAT WazN13dLBUTEUY (Knowledge
Transfer, Documentation and Handover Plan) MyuALUINI9UaLI8ELIAINTSINENEABIAALTIAZNNS
NNoUTHUAERLATEUUYRINTU FItaMsdnviuazdeugiodmivdauassuu enasmamada wud
an1UnunIsuITUU LLmuﬁamiﬁfamImLLaxmﬂua‘uaa“ﬁaz&a (Data Flow) 18019 Pokt, Protocol, APl Lag
Interface fifisadias Amsdeaniidndy nanisndfauagnaaeu Jamimuuasuuamadly paenauenans
uazdeyafidniudenisudmsdnnisuasthpdnumssuunmendinisdsuey

&l Tadeszuuuinssanisaatutiuatlasadenidleiuad (Extended detection and
response: XDR) 31U o 55Ut Tefiamauiifodnetion dail
&o.o Wuszuudmsvinssideya asivaeuiasnavaussiesuanaunisluszuy
\n3eteneuiames fanunsavinusimiugunsaidy 4 1
gl vosiumaivdeyalitdesndt «o Tu
Co.m  @MITOVNINUTINAUIZUU Cloud Threat Intelligence 1@
gloc fsruunsisdou dmiuiinsisvnislaud sedl Al intelligence analysis engine,
Behavior engine lLaz Gene engine N30 Engine ﬁﬁmmmmsmﬁwmq, Ransomware protection,
Fileless protection, I0A uag 10C TsiJusthatias
¢lo.g  fanuanusalunisvin Asset Management (atasnsandeudoyadiind uidu
Open ports, Web application, Account information, Running process Wusiu
gloo  @m13aA5I9aBUAILE Y u3adedlniluszuuls (Vulnerability) Inoifideya
Usenaulu Vulnerability name, Vulnerability type, Discovery tinfe, CVE-ID WHudu
S &loo  3995UMITATINII89U (Report) dmstasUnmTIN Security 19 wazaunsa Export
Report 9an31n3zuUlel /
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¢l spuvansaudangnsainsleud Tasuenseasdeaves Incident MAntu 52
Tsaunsavenstuazdenves Process UuLnge Dashboard 19

Coa  MINABYBITTUU AsaaTUTwazBunvesieanaulagiUSeuuiumallang
TaudlugmsgIuves MITRE ATT&CK Framework 161

&b.eo NINIDVBITLUU (Dashboard) @1u15auanIHa Security Alert, Security Incidents,
Vulnerabilities, Alert Severity, Source IP, Destination IP, Attack result Iovduaghades

¢l.os s035UMITNiTaya (Log) 910 guUnsal Network Lilonsiadeufognay Loy
Network Security Log, HTTP ez DNS Audit Log EiLEANIGE,

glool 5095UMsiideya (Log) nszuuietersufamesifielilunisnsaduse
ﬂﬂmwhu Security Sensor 3o Virtual Sensor 3o Firewall fivhwthilfiu Sensor

¢lo.on 055UMMIiNdeya (Log) 10 Ln3asreniumediaiotis ilensiaaeusanax
Wiy Windows server w3a Linux server léifuagnatios

¢lo.oc amnsaiudoya (Collect logs) KU Protocol 115514 WU Syslog, SNMP, FTP
iiesuteyaningunsalnigusnitu Anti-DDOS, DLP (Data Loss Prevention), IPS, WAF (Web Application
Firewall), Firewall Wudiu

&b.o& @11190%1 Incident Response Lﬁamauauadﬁfaﬁﬂﬂﬂmm‘ﬁumu Manual %30
Automation H1us5UU SOAR Tnsflgndeyauuy Pre-defined uliluszuy wazanunsaudluisile
(Customization) vi3stauesewsLsTiinTmansafisuwi

¢lo.oo szuvaIIadeudelufigunsal Firewall iteurily wioa$a Policy ilefimgnisal
Anunfiintu Tnesesiuiisgunaainielfiedomuneniséifisrtunargunsalsmamdnasils

Elo.on F0FUMTIUTINAY NGFW Tleglutiagu ensuaussomsnisaliuainy
Uaanasglauuudnluda |

&0 zuuaﬁuﬂiﬂL‘iamﬁalﬂﬁﬂqﬂﬂifﬁ EDR (Endpoint Detection and Response) e
&1 Scan Virus n3oriaTateanaInszuu (Isolate/Quarantine)) ilefipnisaifinunfiintu Tnesesiuiia
gunsalneliie3 emmuienisAfeatunazgunsalinamdnsusild vielausrondufidanuaiaunse
Wiguwi

Eo.ox 5895UNTYINUlUMUNNTIRTIERiEANANAIBANLEINTVRe Iy Generative
Al Security fosamnsadinsgiuasdumumanisaifuanuiuasiaendels sesauisavilinnsiiase
warUssdunansudasiew/ncident [Wululaednlul® asaamenudululives False Positive uazauna
wioudauuzilunisuily (Remediation) et waviden dwmiudeyanangiudrdglu Incident uag Alerts
szuudesansadwasifudoyaito il ludenuldlaednludd sddieseiivgnisaldeundsi
AdeadaziieItes uazdosansowanmaluguuuuniiipaiimsiengiandile agunagaviede
a¢ls wazuuzi Playbook dwifunisneuauedle Imyﬁ AgimuadonitausluFULUUA IS TIIA
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&lolo fosdimmuannsalunsudmsdams incident MifnTy nieuszuuudaiiouniods
sowmgnsalludagauassuy (Ticket Management) w3e Leua Software Aiflmnuanynsaifisuwii

Clolbe Hauaininesinideatuayunisviumailaiazn1siuinisanuisnain
Wrvoswdadusilulsymalnelaensslunisiiauenuassiiiofusesifueannsalimuinymising
wadarufamsiaselidulumuinguszasdvadasinisuazmsliuinmsesdiussaviamaaenszeznan
Julsenu

& 5ﬂ%ﬂqﬂﬂiﬂj Security Sensor @1%5ulASaYsAsuNAsN1elunLIBI1U (Physical

Network) $1u7u o 1389 Inefiguaudfognatos deil

&ame 3 throughput litfesndn m Gbps

&alo il Interface WUU @o Gigabit Ethernet SFP+ d1uauliitosnin b wesn

&aa  @saTIUTINTeYanelusTUUIATEY18AI8ITNT SPAN 138 Mirrored Traffic
ngunsal Switch 1¢1

¢ac 0u Sensor 138 Network Traffic Analysis #38 Event Receiver %38 Event/Flow
Collector n3aLigudmIUIAIEI Logs 38 Network Traffic 31nfagunsaldunie vieayynlily
qﬂﬂiﬂj Next Generation Firewall fivhaululusa TAP/Mirror (Passive) Ymihidu sensor 1

ea¢ gUnsalfasaInisansivd@auLaziinig Audit luslnaeainTeviels lngsesdu
TUslaAoauImsgu W HTTP, DNS, SMB, LDAP, FTP, SMTP, Kerberos \Jusgneiiae

&an  gUnsalfesTasiunsnniadunislaudiuueundindu (Web Application Attack
Detection) W1 SQL Injection, XSS, CSRF, Weak Password, HTTP Anomaly, File Upload/Filter, wag
Buffer Overflow %38lAMU@ 1158 IPS/Threat Prevention ﬁLﬁEJULﬁW

&mo  gUATAlAINNTAYIIUTINAUTEUU NDR %30 XDR w3aldusiududiuniaves
U3n15 MDR 1¢

¢ dndavanduninsadunazneuduasraiennaunsdulewesdmiuiniasnsuiiames
(Endpoint Detection and Response : EDR) $§7u7u <o 89305 Tnedianuaudfsgsioy Fail
¢do HUITUVUIMITINNGNIINEIUNAN (Centralized Management)
el Hnnuauisalumsueniadssneuianeifiilanudsweenuiainsyuunietis
(Endpoint Isolation)

1 v '
a < A

o HA1Ua101501UN1TAI9E0UAIINUABAA BT UN UFIUVDAT BIABUNILADS
(Security & Integrity Check) 7
A A ﬁm'ma'mﬂiniun'ml,amﬁzg%i/%ﬂ/wuaqLﬂ%amauﬁaLmas’ (Inventory) ag13tiay

/LLaaﬂ Users
o~ @#&—.{T(ﬁmm..
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S

\vw Gr¥7
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ﬂ\‘lﬁ Operating system, Applications, Listening Po



ced danuaursalunisaruaunisideugunsalseanag (Endpoint Control 138
Peripheral Control)

&b  @WITIMAUAANLMINEENTY CPU Resource Tun13vn Virus Scan 19 w3aiinis
98NWUY Agent timuaun1sliniwens CPU Iﬁag”lusxﬁuﬁﬂﬁﬂuae}wﬁaa ‘

eeo  muansalunsgaulidisuaudemeainnislaniives Ransomware lalu
528U File Level n3oiimnuannsalunisnsiaduuazduss Ransomware dauﬁiWﬁ%gmﬂTﬁﬁa (Pre-
encryption Prevention) itetlesfupinidemerasing

cas slunmitdesiulaznevaussiaivanatuniulgiuasiiuu Scheduled Scan,
Realtime Protection, Ransomware, Brute-Force Wueehaties o

gew  fsruviemvilasanituiiediuussaniamlunistesiuiuu Al based engine,
Cloud based engine, Gene engine, Behavioral engine %38 Engine Fiflanuanunsadisuin Wuees
oy

&.&.60 mmmﬁmﬁwm:ﬁuuﬂﬁﬂﬁmi Windows, Windows Server, macOS, CentOS,
CentOS, Red Hat Enterprise Linux (RHEL) 1éi{usgnsiioy

&eoo urnlesiuiennauan Ransomware tngvinuludnuniy Honeypot 8013
a¥slwdvaon (Decoy Files) ilotonsradunngfingsutes Ransomware

¢.cob @MITINTIVTUNISTIANALUY Brute-force wnulUslamoa RDP uay SMB 1a

&eom @307 Patch Management d1iuiA3as Windows server (Juagnatios n3edl
anuanunsalunsUssiiudedniuasssyaniuznssuaaunay (Vulnerability & Patch Assessment)
Wiguwi

¢cocd HANMUAINITAlUNITYIN Multi-Factor Authentication (MFA) d1%5U Remote
Desktop Protocol (RDP) Lt edesfuminudesainnislaufiuuy Brute Force niaiaue Software 713
ANAINTOLE UL v

o WRTURDITRITUNITTTYANINIIAGoNNTTAAUY (Development Environment)
Ty Agent agyhmsudaioulamenginssudifianuidsnindiignszyiasnds ioantymiaiesis
nsudaiiouRianana (False Positive) Wasnanssnuann Agent dstaeangaslniasinnisdefiolnd wumiu
fhuraaendeluanimiadounmsiann anensasewhend wasiinuszansamlunisvhou wiesesdu
MsfuA Trusted/Exclusion Policy dmsulnduaznszuiunisluaninwas@eunisianndifieuw

caon @unsamuunuleuien1sinaunsldnurdnsuas (Software Metering) lneszy
Fogorduag IndlusiwaiiAeades ndudliau visiies Endpbint AF3uaygn wiousesiunsiirinig
7 %38 License ¥Nn91Y vi3elaue Software 73]

wisfaunsdl License lieans nstdauleaglylasuay
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¢ T9deszuvusussanisanutunslasasenisleiuad (Managed Detection and

Response : MDR) 317U o 53uu Tnefiauautfasndos fail

& W15ET1 05293 uagTieswiseanaundlaiuesediesiaiiomann be 4ol
o Tunedua saudsTungnaadUnivivaziungadndngny wioun1sudufoulazn1snsaady
fiszAvEnm

¢l HAUTIALULAEATIY Uﬁ’ﬁmnmmﬁ'%Lﬂ?{aus’fmﬁzgapﬂwﬁwﬁ (A1) Fugs
dhitufeyassanauseiulanaian ensiaduuasssys “&Jﬂﬂmmmmﬁ]ml,avlzﬁﬁ’ﬂ (Unknown Threats)

eam  sudumsiensiuasssyfoanaudiiaunianeietisuasssuu tnefideiny
ﬁmmmUaamﬁﬂﬁﬁﬂizaumszﬂ%“ﬁ’saiumﬁtmnﬁuauaaumu sufsbifeyadadniiAvideatuuium
VBIAUANATY

e  Wiuushifndestuuiumveavamsnimslaud Weudlummnisol/seanau
AuANUaendeedesInEayiufl iuteeudlsmdslunisuiluainszeslng (Remote response)
~ATEUARUNISUTIIM MR NNsalaNidY MSTIAsIEinIsATIRTuLATNANTENU NTaeUaILLTenITiNT LAz
Porausnuzlumstasuanauudunswesssuy

eee siflunsasaeuguamusigunsalamnuaendsdmivgunsaifiauelulasenis
(XDR, EPP %30 EDR) uazudaiiouaniuzgunsal saufislideiausuurlunismadmavhauvesgunsalniy
Auuziwealiuinig weliilaininesraenfeiidniudalinuuasldsumsuiuussedredeiies
vauusmsiimumudmievhausaufuuimsnndveudn s

e&o  AdunsAumuardanunswg dusuinaluladaisauineavaansu
flegluveuanisliuimsednsreaiiles itelideyanindaudutiogiu waraunsoamanumsiddsuulas
flalldsuoynyn elivszneumadhssluasTinszimgmsaiduanuiunsaensslsues

eda  Faliindnseidunnuiuaasndeluued uasfussauanundnildfy
veunelifudavounisliuinisunnsus Weldnnsdamy Ussauau wazaduayunisliuinag
Hulvegsreilosuasiuseansam

¢&a Juusn1s Manage detection and response (MDR) 7 l#u3ni1sannidnues
wanfaslnenss v3eiduuimsiimunusmheinusaiuuinmsandwessdndios

e&a  guivimsedldiumsiusewnunmsgu SOCe Type b kag ISO broos

&&oo MUINMINTUIAADUNIY Email, nsényi ag Line application lngseassunisuds
deunwilng Medfunusmiheersiivinsud aieudunwinesiiu Line application naunulunsel
Wvamdndueliausanduiountsingle

eoo faN3lunsldau Services MDR lnsasaunquinddu nmadeunasifiszds
13 D99 (Server) uasnTIadaUUazIAIETaIAT 03gAY1e (Client) $915119U &co IP Address
uulitesnii o U

&.&ob f{’]’mﬁﬁwmuamuzmz;}aamﬁmaw%’wéﬁua&hqmamqmLﬂuﬂazﬁi’w WY 57897
eduaminasseiiou [Wusu W%'am%’aLauaL%,L.meqmiﬂ%w';ql,ﬁaﬂmw’ﬂﬂmzstEm
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&o Wannszuulinseideyafiuaiuliuasasndsluueidiomalulad iy usshviua

nslaseizluuunginssuaindeya $1wau e szuu Taediquantfedietios fail
| evo  amnsadeusdeduszuuuinsdanisanusuasasasensleves (SIEM)
fildandmenssuussian ELK/OpenSearch Stack waiftsuini tilesudoyamanisaiduanustuns
Uaeadedmiumsliaseila

&o.lb mmsm%’u%’ayjafmn Firewall, Endpoint Detection and Response (EDR),
Windows Server, Linux Server LLa::‘z’faigJa Network Traffic let8useredos uaslddsiusin Log (Log
Shipper) Usztnw Beats (Filebeat, Winlogbeat, Packetbeat #38L#leulvin) 591U Logstash w3alileuiin
@135V Parse, Enrich, Filter neutiing Elasticsearch

oo @WTAATNAUANYAULIDITEYA (Feature Engineering) 3 ndayaingnisal
fuauunsasasslsiued et luldlun1siinsisdiae Machine Learning 1 Tneszuudasd
nszvIuMswlasieya Log AU (Raw Log) Tiidunndnuaizidasuan/munany (Numerical/Categorical
Features) m‘ﬂumsﬂﬂimma Machine Learning %]

gog  awnsalnnwimnuAaunfvesnnnisaiiumiuiuasiasndeleiues (Anomaly
Detection) /e Machine Learning lnglidane3fiuuseiny Gradient Boosting 1 XGBoost w3awnalulad
filsansniisuvivdeding

&o.&  @1WITAAIUINAT Anomaly Score YBUNANITAILAALIIBNT UBTTALAUNANIS
insiiiieldausiuiuszuy SIEM 1¢ Tnssuiae Anomaly Score Tugs o.00-0.00 AoLvnNITal
(Event-level Scoring) uagdmAunadnsludyiuennion Field Woulvanduluds Event ID/Document ID
sumslu Elasticsearch el Kibana w38 SIEM Dashboard wesnsu engsamifuls

eoo  awnsadeulsangnisalannvatsundsteya (Event Correlation) iitetaesey
Auduiusveamnnsalilenaifedesiumstasfideails

oo AWIOUANINTIAMLIANYMANTTAININ Cyber Kill Chain #38 MITRE ATT&CK
Framework nndayafiszuunsianuls

& awnsafasziundss (Risk Score) vasmanisal Tnsedonanisiasisst
91N Machine Learning 3auffuffeya Threat Intelligence wazdoyadoslni iietiodndiduanuddnues
wgnsal uazfosEygnIUsnsINEnIsAIN (Scoring Logic) flanunsausutimiin (Weight) Idnuuleune
YDINTHY

eva  @wsnainsenuaginanslaseiluguuuy POF uiegluuudidnvseiingd
wianaunsa Export yevusenanszuuldmusuuuuiidimuslussul jiinmsduanusunaensdels
wesvesnsumsilasuulasanimgionniauasdsundas

¢o.eo aumailszuvaunundstiyaussivg (Al Chat) iledudy asu uazeSuredeya
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