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&.o Q’?fu%’aLauaﬁ'aﬁmﬁmwumﬁﬁﬂLﬁuaﬁuiﬂsanﬁi (Project Implementation Plan)
TWasounquIzeznaInanny lasanis lnsudasdndud unau szeziaardniunis g iuiavou
AUFUNUTTENINAINTIU AATIAFBUAINA1EY (Milestone) waznanAnluudazdunauagis
Faau weltidunsaulunisaruau famu wazuinsnsadiuaulfiiduluauiaguszasdvasiasenis
Tnefiswandenodnaten ol

Co.o  LNUNMIAMLTEUNLLAYSEEEalATINT (Work Plan and Project Schedule)finuiun
Aanssundnuazianssudes szezhatdnduns arduuazauduiusseninefanssy {3udnveu 90
AsIvERUANATIMTN (Milestone) nasnaunandnuazsiensdwavluwsaytiwedlasinis Wsliaunse
Aamuuavaiuaunsandunuldediadussuy

Colo  UNUNITAIIT 99NLUU UWATLASENAUNTOUTEUY (Site Survey, System Design
and Readiness Plan) d11auagniadeulassadaiugiu ssuuiaiotis iadeausddne ssuuufuinng
gunsaldumutunUasndy wazssuuduiiiisates wiauiiasigy Version, Firmware, Protocol,
Interface, API, Port, Certificate, License wazdosrianianadafisndusenisiuiunu siuvesnuuy
aondnenssy n1sdeules wagnslvavesdeya (Data Flow) semnesvuuidamnnelslasamsiussuuuas
gunsalfinsus Moo .

Com  UHUNITAARS N3 oulee wazuin1snsiUE sundasszuy (Deployment,
Integration and Change Management Plan) Mnuaduney 35013 wardrdunIsiage fvunAl uay
Woulesgunsaluazszuuiidamliannsaviaus iy ifmﬁ"’ammimﬁmuiwﬁustULLa:qUﬂizﬁLﬁumaa
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Co.@ WHUNIIAdoU WAlTIu LazAamuiaissninuesssuu (System Testing, Go-
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TfanureInsu
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Transfer, Documentation and Handover Plan) rﬁ’mummmqLLaz'szEJsnmmsmwa@mﬁmmﬁuazms
Aneusuufgguassuuvensyy Suimsiniuasdwevgiiodmivdguassuy wnasmanada wauds
an1Ununssussuy LLNUﬁGﬂWSL‘i@MIENLLﬁBﬂWSlMaﬂJad‘i‘Jla%a (Data Flow) 5181019 Port, Protocol, API LLay
Interface MAgades Amsserniiddey nan1sindauasnadey Jyminuasuumaudly sassautenans
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response: XDR) 31Uy o 52U Tasfiguautifonetios dail
&o.o (Huszuvdmiviessideya nvvdeutasnevaussrafegnamaeluszuy
irSeteraufames fanunsavhausauiugunsaidy o 1#
&bl sessumsifiuteyalitiesndn wo Yu
&b @WII0Y9UTINAUTTUU Cloud Threat Intelligence 191
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o€ U5zUUNTINEDU dMSUILATIERNTIANA #9T Al intelligence analysis engine,
Behavior engine lag Gene engine %39 Engine ﬁﬁmmmmamﬁamm, Ransomware protection,
Fileless protection, IOA Wag 10C sduseraioe

gl fmmannsalunisyih Asset Management ifovaensaadeudoyaiiintuidy
Open ports, Web application, Account information, Running process Judu

gloo  awnsonTIedeumdse netealniluszuuld (Vulnerability) Tnsfideya
Usznauwu Vulnerability name, Vulnerability type, Discovery time, CVE-ID Jusu
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e svuansaudangnisainisland nsvensieazdenued Incident MAnty s2u

lufsanunsavensneasidenves Process UuWnge Dashboard 161
@b 90UesIEUY ansnagUneandenvessanaulaeiouifisutumadans

TauAlugIMIgIUYe MITRE ATT&CK Framework 161

¢lb.eo NUIIVBI5¥UU (Dashboard) aunsauanana Security Alert, Security Incidents,
Vulnerabilities, Alert Severity, Source IP, Destination IP, Attack result Iodusgatiae

¢b.os s035UMsIdToya (Log) 910 gunsal Network Liionsiaaeufzanaty 1wy
Network Security Log, HTTP wag DNS Audit Log lailusenstas

&lo.ob F035UMIUNITYA (Log) Pnsvuuedetiereuiamediiieldlunisnsadude
ﬂﬂmmhu Security Sensor %38 Virtual Sensor %38 Firewall fivimthiidu Sensor

&lo.om F033UMIThindeya (Log) 3 1A3asrsNfiImesiAiete IlonTIvdeufsgna
WU Windows server 38 Linux server laidusgnatiae

glooc IFUMITIUTITBYafumLTuAtaenfsIINgURsaivTesE UUABUBNTINTYY
fmun ’WuYeanIans el nadeudennsgiudliminzauiugunsalfumis Wy Syslog n3e APl w3e
Collector/Connector #3033n138ufifanuansnsafisuw Imeﬁaqmmﬁa%’wﬁa;&aﬁﬁwL“f;lum'amsmaﬁu
e waznouaussiafuananldnsufumunsaldeuiingum dmus

&lo.ad @130V Incident Response Ll anpuaussiafBANAMTILUY Manual w3
Automation K1uszUU SOAR lneiigndayauuy Pre-defined snliluszuy wagannsaudlufiufuls
(Customization) vi3alauaTenswIsATANNaNIaTiEUWh

&lo.on sruvansadonssludigunsel Firewall iileudly voasha Policy Wefiimgnisal
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glolo Fasdipuannsnlun1suimadanis incident Mty wionszuuudufeuviods
siomnnsalludapuassuy (Ticket Management) %38 Laue Software fifleuanansaifisuii

bloe Hlauasinmeuinddeatvayunisiumaianaznisliuinisainuignain
dveamansuslulsemdlnglasnsdunnitauesuediitosuserinfusansaliduinemisiny
weadesudimsiasilidulumuingusrasdvadesinsuaznisliuimsetediusyninmaaonszezinn
Juuseiiu

&m %’ﬂégaqﬂnmi Security Sensor @sula3ad1gaaunmasnieluniaeeu (Physical

Network) $1u7u o 1a389 Tnefiguautfotios fail

&ame il throughput ldtosnit e Gbps

&amlo il Interface WUV eo Gigabit Ethernet SFP+ 31uiulitasnii b weosn

& AWI0TIUTINTBYANEUTZUULATEY18AIBTTNNT SPAN 38 Mirrored Traffic
nguUnsal Switch 16

eamc WU Sensor 38 Network Traffic Analysis %38 Event Receiver %38 Event/Flow
Collector w3aLiBuWdmMS UMY Logs w38 Network Traffic aansigunsalaunie niseyqnlvly
guUnsal Next Generation Firewall Fivialulun TAP/Mirror (Passive) vty Sensor I

&n.& aﬂﬂsmmaammmmmaaumsaamma Joviuniedesiodoya Metadata n3e
Log 1/1m&J’mawﬂﬂﬂmaamsamw @y HTTP, DNS, SMB, LDAP, FTP, SMTP uag Kerberos laiduaens
Uog

oo  8UNTalABIA1N15005993UN1519NF Web Application ag13des laun SQL
Injection, XSS, CSRF, Weak Password, HTTP Anomaly, File Upload/Filter Wag Buffer Overflow YR
gUqumﬂﬁmaﬁﬁmmmmmLﬁwwh

&ae  gUATOIAMNTAYIILUTINAUTEUY NDR 3e XDR violtausamidudiunisves
U3n15 MDR 1ol

¢ Fadaganiuainsndunazneuauasiatuanaumediulavasdmiuiniosnauiianes
(Endpoint Detection and Response : EDR) 31U &<o Auavis Tnefinuaudfagieioy Fail
¢co HITUUUIMTIANGNINEIUNAN (Centralized Management)
&l ﬁmmmmsﬂum'iLLEJmﬂ%mauﬁma%ﬁﬁmmLﬁaqaaﬂmmniwmﬁ%amﬁa
(Endpoint Isolation) |
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(Security & Integrity Check)
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eed fanuauisalunisaivaunisidaiugunsalsients (Endpoint Control %38
Peripheral Control)

g&n  AINSHMUUAANUULNEENUBY CPU Resource lunnsvi Virus Scan 19 w3eiing
oonuuy Agent Tmuesumsldvineins cPU Wiegluseiusldifusgrnios

eco  anuannsalumsiAulndiuanudemeannislaudves Ransomware loilu
5%V File Level niafimnuaninsalunisnsiaduuazduds Ransomware daumw&ﬂzgmﬁﬁ'ﬁﬁﬂ (Pre-
encryption Prevention) iietlosfuanuidemevasind

eas dslunmstesiunaznevauswaduanaiunieiilgiuesiuy Scheduled Scan,
Realtime Protection, Ransomware, Brute-Force Wuatatie

ees  fszuvinnsduasasaduiiefinyssansnmlunsidasiuluy Al based engine,
Cloud based engine, Gene engine, Behavioral engine %38 Engine Fiflauanunsaisuyin Wueen
og

&.&.60 mmiﬂﬁﬂﬁgwuswuﬂﬁﬂ’ami Windows, Windows Server, macOS, CentOS,
CentOS, Red Hat Enterprise Linux (RHEL) Tsidusenstion

oo @mIalaaiudaanauain Ransomware Ingvitaniludnuue Honeypot A8n1s
a¥alwduaen (Decoy Files) WilatmensiadungAnssuves Ransomware

&gl @M5anTIaTunslauiiuy Brute-force uluslnnaa RDP waz SMB 16l

gom F995UNTUsTUTedlnIvadA3es Windows Server Ididuatnatios Tnsaunsa
LARIT18NTYRIINT (CVES) uagseazBenfisnlusemsiinmeiuazimuauuimaudluniousulgenna
fhupsaonfevaaios

¢e.oc 5835UNSUIAUIY Multi-Factor Authentication (MFA) #58 Two-Factor
Authentication (oFA) fauayg1aliid1f45euuUIMTIANGNIINAIUNANUVITBNAUITATITULAL
povausstassanaumsiuluusdmsueissreudames (Endpoint Detection and Response : EDR)
wazdaanansanaaeumsTesiull MFA munsalldnuiingus fvuaveuiurey

o WaTuABITRITUNITITYANINIIANNITWAIUT (Development Environment)
Tny Agent awymsudaiouanmenginssuiifiarundssnnindfignssyinaonsts iteandgviaiesing
Msusaiouinnana (False Positive) wasnansznuan Agent Setivandaslniannnisidedolng wWwuainy
Tunsaensfoluan numedounswamn anoinseiewheud wasfinuszansamlunisvhay viesesiu
nsmun Trusted/Exclusion Policy dmsulwduaznszurunsluanmiandeunisiamniidieuwi

Econ @WITOLANITIENITIONARIT (Software) w‘%auaﬂwém?u (Application) uay
R399A0UNTTYINUTBINTEUIUMS (Process) n3BUINT (Service) ‘wmmwm Lwa’lfuﬂ'amaummlmw %
amdsauaznsavaaunsifouiidulunamloueismunlé
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¢ Tadasruvuiussanisanutuaslasaienisleiued (Managed Detection and

Response : MDR) 37u7u o 520U TaefiguaudRetnation dail

gao izt asaedu wagdinszidegnaumedauesediedeiiemann e dalus
o Jusiaduav saudeiungagadunviuaziungadntmngny niaun1suduiouuazn13nsIadu
Alsyansnw

eelo  naunumaluladnsaduseanand Tuind eusiedygiussisg (A) ‘ﬂgugq
Whiudeyadeanaussaulanaign LﬁamwﬁuLLaUszqﬁaaﬂﬂmﬁ’jaﬁi{fm.t,azlﬁﬁ%’ﬂ (Unknown Threats)

e&a  sudumsiieneiuazszyssgnaiiaunfainieieteuazszuy Tnogidauy
Fmmasnieliussaunssiisaslunsinssisasaeuso samﬂwuauamanwLﬂmﬂuaaﬂwiw
YoasiEANATY

eee TauusihiiAntestuuiunvesvgnisaimsland woudlumgnsel/seana
AuauUaendegesandinaziudl uisenudiemdslunisudluainszeslng (Remote response)
ATOUARNNNTUTINMANNTAlRAEY N193LATIENTNTIITUNALHANTENY Ns@BUAIUH M TILN Uas
Poauauurlunisiasuainminuulauniwessuy .

eee  siflumsnsnaeuguamueigunsalamnulasafudmiugunsaifiauslulasinis
(XDR, EPP %30 EDR) wagudanieuanuzqunsal saudvlidoiauauurlunisdeinisvihauvesgunsalm
Auuzthweafliuing Weliiulainfeimasafefisndudelinusasliiumsuiuusegareiies
viyoiduuinsidunudmheinuinfuudnsandvesdadus

€&o  andumsAumikasaaniunsnddud1uimaluladarsauinaveansy
fogluveuwmnisliuinsetnadeliles e liteyaninddudutiogtu uasamnsansianumsiUdsuulas
AlailFsueynn WeltuszneunaihssTuasiengimgmsaifuanusiuacaonsisleues

e Salidundmseidiuanuiunsasadelaues wazdussaruaundnile sy
veunuelisuinveunisluinisunnsu welinisAnmu Yszarunu uagatuayunisliuinig
Juluederedeariivszdviam

¢&a  Wuuinis Manage detection and response (MDR) #1l#u3n1591n131904
nanfalaense vieduuinsimunusmieinuiusuuimsnnidessandus

e&«  AUIUININIELLUINNT Managed Detection and Response (MDR) fialasunis
$UT091A551U 1SO/IEC bsiooabobls Tifiinalivsdy uazisoglutssmelne Tasvouimnssusases
mamaumﬂﬁu?maﬁLﬁmsz'faaﬁ'urﬂ%u%u’]ﬁﬂﬂﬁmmﬂuﬂwaamﬁa (Managed Security Service) vﬁa
UiMsguduiuRnisaunudasadevnaleiuas (Cyber Security Operations Center : Cs00) Lazsaady
dunlususemmionveuwnnsiusouiiousznounisiansan

&&oo WusMInmsudaiousy Email, nsényl uay Line application Tngsasdunisuds
deunwilve Medsuwnusmgenaivinisudaiewduniwiinesiiu Line application naunlunsdl
Wivawdndusilianunsawdassuniwinele
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¢on f1an5lunsldau Services MDR lnsasouaquiingdu nsradauuastingeTs
13 09usia8 (Server) uaznsIadauuasLinszTaageagntte (Client) T3u51UIU @<o IP Address
Punulitesnit o U

&&ob ITTBNUANUzANUaDitvamSHEAust nasauRqudulszd Wy e
eduniuazediou Wusu nioudelausnuziuamemstulguiemsuilvluszayen

&5 Wanszuuimssideyaduainuiuasasadeluuaidremaluladdygussavgua

nsdeszigluuungAnssuandaya S1uau o sruu TnefiauantRededos dell

¢re annsadoudeiuszuvuInsanisautuacasadenislsiues (SIEM)
fldannilnenssuuseian ELK/OpenSearch Stack w3aifisuii1 itesudoyamgnisaifiuniuiiuag
Uaeadedmsumsliaseila

&ob mmm%’u%’a;&mm Firewall, Endpoint Detection and Response (EDR),
Windows Server, Linux Server Waztaya Network Traffic laidusgneies wazldda5ausin Log (Log
Shipper) UssLnv Beats (Filebeat, Winlogbeat, Packetbeat #3L7lULY1) 9aUAY Logstash #3oLAE UV
dw3U Parse, Enrich, Filter neutidng Elasticsearch

&o.m  ANWNINATNANTNEUYYRITLA (Feature Engineering) 31nTosainAn1T0]
frupuduastasnseleues Weluldlunisiinsziaae Machine Learning ¢ Tnaszuudaad
nszuIunsulasdeya Log Au (Raw Log) IiidunaidnuasiBesiau/muany (Numerical/Categorical
Features) ﬁ“l‘iﬂums?lﬂimma Machine Learning ¢

epa  munmnnsinuinunivesvanisaliuaiutiuasasadeluues (Anomaly
Detection) A8 Machine Learning Ineludanasyinuszlnn Gradient Boosting 1%u XGBoost niawmalulad
sz dvEnmiisuvimdediniy

&5.&  am150AIUINAT Anomaly Score YBUNANITAILAAZIIENTT UaTTALAIUNANTT
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